BUSINESS ASSOCIATE AGREEMENT (BAA)

This Business Associate Agreement (“Agreement” or “BAA”) is entered into as of [Effective Date], by and between:

Covered Entity:
Name: ____________________________________________
Address: _________________________________________

Business Associate:
Name: ____________________________________________
Address: _________________________________________

The Covered Entity and Business Associate may be referred to individually as a “Party” and collectively as the “Parties.”

1. Purpose
This Agreement is entered into to comply with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), including the HIPAA Privacy Rule, Security Rule, Breach Notification Rule, and the Health Information Technology for Economic and Clinical Health Act (“HITECH Act”).

The purpose of this Agreement is to ensure that the Business Associate appropriately safeguards Protected Health Information (“PHI”) received, created, maintained, or transmitted on behalf of the Covered Entity.

2. Definitions
For purposes of this Agreement, the following terms shall have the meanings set forth under HIPAA, unless otherwise stated:
· Protected Health Information (PHI)
· Electronic Protected Health Information (ePHI)
· Covered Entity
· Business Associate
· Breach
· Security Incident
All terms not defined herein shall have the meanings assigned under 45 C.F.R. Parts 160 and 164.

3. Permitted Uses and Disclosures of PHI
3.1 The Business Associate may use or disclose PHI solely to perform services for or on behalf of the Covered Entity, as specified in the underlying service agreement.
3.2 The Business Associate shall not use or disclose PHI in a manner that would violate HIPAA if done by the Covered Entity.
3.3 The Business Associate may use PHI for proper management and administration or to fulfill its legal responsibilities, provided that disclosures are required by law or appropriate assurances are obtained.

4. Obligations of the Business Associate
The Business Associate agrees to:
4.1 Safeguards
Implement appropriate administrative, physical, and technical safeguards to protect the confidentiality, integrity, and availability of PHI and ePHI.
4.2 HIPAA Compliance
Comply with all applicable requirements of the HIPAA Security Rule and Privacy Rule.
4.3 Minimum Necessary Standard
Limit uses, disclosures, and requests for PHI to the minimum necessary to accomplish the intended purpose.
4.4 Reporting Breaches and Security Incidents
Report to the Covered Entity any:
· Use or disclosure of PHI not permitted by this Agreement
· Security Incident
· Breach of Unsecured PHI
Reports shall be made without unreasonable delay and no later than [number] days after discovery.

5. Breach Notification
5.1 The Business Associate shall provide written notice to the Covered Entity following discovery of a Breach of Unsecured PHI.
5.2 The notice shall include, to the extent known:
· Description of the breach
· Types of PHI involved
· Individuals affected
· Steps taken to mitigate harm
· Corrective actions implemented

6. Subcontractors
6.1 The Business Associate shall ensure that any subcontractor that creates, receives, maintains, or transmits PHI on its behalf agrees in writing to the same restrictions, conditions, and safeguards contained in this Agreement.
6.2 The Business Associate remains fully responsible for the actions of its subcontractors.

7. Access to PHI
The Business Associate shall make PHI available to the Covered Entity as necessary to:
· Provide individuals access to their PHI
· Amend PHI
· Account for disclosures
Such access shall be provided within the timeframes required by HIPAA.

8. Audits and Compliance Reviews
The Business Associate shall make its internal practices, books, and records relating to the use and disclosure of PHI available to the Covered Entity or the U.S. Department of Health and Human Services (HHS) for purposes of determining HIPAA compliance.

9. Term and Termination
9.1 Term
This Agreement shall remain in effect for as long as the Business Associate has access to PHI.
9.2 Termination for Cause
The Covered Entity may terminate this Agreement if it determines that the Business Associate has violated a material term and failed to cure the breach within a reasonable time.

10. Obligations Upon Termination
Upon termination of this Agreement:
· The Business Associate shall return or destroy all PHI, if feasible
· If return or destruction is not feasible, the Business Associate shall continue to protect the PHI and limit further uses and disclosures

11. Indemnification
The Business Associate agrees to indemnify and hold harmless the Covered Entity from any claims, damages, fines, penalties, or costs arising out of the Business Associate’s violation of HIPAA or this Agreement.

12. Limitation of Liability
Nothing in this Agreement shall be construed to limit liability where prohibited by law, including liability arising from willful misconduct or gross negligence.

13. Governing Law
This Agreement shall be governed by and construed in accordance with the laws of [State], and applicable federal HIPAA regulations.

14. Amendments
The Parties agree to amend this Agreement as necessary to maintain compliance with changes in HIPAA or other applicable laws.

15. Interpretation
This Agreement shall be interpreted in a manner consistent with HIPAA. In the event of a conflict, HIPAA regulations shall control.

16. Entire Agreement
This Agreement constitutes the entire understanding between the Parties regarding PHI and supersedes all prior or contemporaneous agreements relating to the subject matter.

17. Signatures
IN WITNESS WHEREOF, the Parties have executed this Business Associate Agreement as of the Effective Date written above.
Covered Entity
Signature: _______________________________
Name: ____________________________________
Title: ____________________________________
Date: ____________________________________
Business Associate
Signature: _______________________________
Name: ____________________________________
Title: ____________________________________
Date: ____________________________________
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